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Flash Loan (LPlAave y#])
0.09% fee

Minimum 3 operations
Payback same asset
Optimistic transfer

INEBET ( Flash Loan ) AZRLMRENBIE
1. fFAave &=

—&RrHEIE - WREANDai
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AAVE

0.09% FEE

70% Y’o%
000 000
a <>—>

Flash Swap
Swap fee

More flexibility

2. {ERMAavelBTINEBRERNE ( BEF/ERIERR/8iER )

3. [Aavexz{FFLEER , FEK

INEE5E(Flash Swap) BUEEUniswap ERrRIARE | INFEEHRBREIERA |, MEIEERsE. SINBEREHEL , NBRRRILEFER "RE”
B—RKH | BATTLMRRCRANEAIE T | AIRBAERINEB R HREETHSI A\ Dai , 3P4 %DaCJZETH{"'z;

FEBRNZZITEROREY , BRI,
EEBRTLA | XA TRT LA TEE S 2RAVIERAE.

INFESeHRANINER EIIYR AR ARNEETK ( Optimistic Tranfer )

Z. RUEEMKRNE T IRFIAR AL,

INTEGRATORS
Payback pair asset PEPOSITORS
Optimistic transfer
AEE(EADai, BN AaverSINEFIKEN0.09%IZERE, BEVDEERIT="MR(E :
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HENNBEHRSHEES IFlashLoanReceiver #O5HY
executeOperation R, BHENXNERSLIHSEXREFRY
kB A flashloan FREHISEL _receiver,

) e — https://github.com/aave/flashloan-
avatlsblelt box/blob/master/contracts/Flashloan.sol

INEB RIS /2 [FlashLoanReceiver (ZO&29)AISLIIE2EENE
REESFEEXN. BEXNBEELIFEELHK [FlashLoanReceiver

LlAaveIE Al , AaveIIESCI T INE S SHEESLAE BOGLEE FlashLoanReceiverBase ££7.

LendingPool.sol 29 , XKL flashLoanEEL.
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« UniswapV21i B LI NE sl S5 H9FEE R UniswapV2Pair& 2IfdswapiH
#,

- (WL &Y IUniswapV2Callee(IZOSH) 2HENE R AL HE
XY, BENABEENFERFRZZOSEY , FHSIESW
uniswapV2CallE&Zy,

« BENNEREGAEEEXRGEHRIMNIRD /Y swap BREHISEL to,
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ARBITRAGE SELF-LIQUIDATION

EF , BN A LKA IHERBIFE. Bilan RIZ{FFE Compound EB—ELL ETH {EOHEREH

Uniswap #1 Curve Z[&#J DAI/USDC tFEMIEE DAI &K, ETH MU L , ELBELEEKY,

8. {RAILATE Curve £F3 1 4> DAI #EYX 1 4> USDC , (FEEBEHABFENESZH ETH KIERIRABEEXE |

{B7E Uniswap E&RFEE 0.99 4 DAL giAJLAEZR) 1 SWAPP'NG COLLATERAL IRESBERFIHRRN DAL, Wit , 5HIE

AN USDC, A(REILASIHHITLATER): MakerDAO &4ER{RAVHGRGRFFRRKENEEZ |

1. @EIFNEE5A Aave f& 100,000 DAL BI&ARFE ETH {EAHEIREM Compound &7 DAI, RINREBUAT B

2. £ Uniswap ¥ 100,000 DAI #&p% USDC , Wiz (FRATLVBE LA T ATUEHGREM ETH HaAKFISNBAT : 1. KRERBRE , BH—% DA, SE2(FE
101,010 USDC, 1. Eie—EINELHEE DA Compound ERYRfR

3. 7£ Curve 3% 101,010 USDC #p% 101,010 DAI 2. FBf&sRAEY DAI 4% Compound HREIEYER 2. &% Compound tAY DAL 5358 , #2EX ETH
LRI 100,000 DAI + 0.09% Fees = 100,090 3. SEV{RAY ETH 3. 5B ETH 156 DAL, LUESEEER1A) N A+
DAI 4. 7£ Uniswap HIS{REY ETH #28% BAT #H

5. FI3§ 101,010 DAI - 100,090 DAI = 920 DAI 5. 244t BAT {E Compound HEIRE 4. SHRRITH ETH S ESE , stallistig

6. LAMRAY BAT HEHRGREH DAI KEE  BRTENFELUNEEER.
NETWORK FEES PRICE SLIPPAGE FRONTRUNNING 7. FBfESEMY DAI + Fees (SR AOIIE S@idiX

BB, SUMIHEFEERY 0.09% HREH
DHBIRAGHEIRARM ETH #2587 BAT

E
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1 2020/2/15 bZx dYdX BREF
2 2020/2/18 bZx bZx BAT S
3 2020/6/28 Balancer dYdX BIRER
4 2020/10/26 Harvest Uniswap V2 BITEN
5 2020/11/6 Cheese Bank dYdX BAT S
6 2020/11/12 Akropolis dydX BARGE
7 2020/11/14 Value.DeFi Aave/Uniswap V2 BIATEN
8 2020/11/17 OouUsD dYdX BEARE
9 2020/12/18 Warp Finance Uniswap V2/dYdX BAEH
10 2021/2/4 Yearn.Finance dYdX/Aave BIRER
11 2021/2/13 Alpha.Finance Aave BARRE
12 2021/5/2 Spartan PancakeSwap HaEF
13 2021/5/8 Value.DeFi Value.DefFi BARE
14 2021/5/8 Rari Capital dydx EPNG G
15 2021/5/13 xToken dYdX BTSN
16 2021/5/16 bEarn Fi Cream.Finance FARE
17 2021/5/20 PancakeBunny PancakeSwap BATSH
18 2021/5/22 Bogged Finance PancakeSwap FARRHE
19 2021/5/25 AutoShark PancakeSwap AR+ BRARSH
20 2021/5/28 BurgerSwap PancakeSwap BEABEH
21 2021/5/28 JulSwap JulSwap BT
22 2021/5/30 Belt Finance PancakeSwap BATSH
23 2021/6/5 BurgerSwap PancakeSwap BEABEH
24 2021/6/10 EvoDefFi PancakeSwap BARIRE
25 2021/6/19 | Impossible Finance PancakeSwap BARE
26 2021/6/23 Eleven Finance ApeSwap BARE
27 2021/6/25 XWin Finance PancakeSwap BT
28 2021/7/2 XDXSwap XDXSwap BARREE
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BTSN

& [HIBER] Pump and Arbitrage , 5%
BERRINEBENELIAF, DeFi £HPIULSE
A% . SFlash loans (BRI SXECABEFE )
) REXREK,
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B PancakeBunny

1) Flash Loan From PancakeSwap and ForTub

Borrow 2323K BNB From PancakSwap and 2082K USDT from ForTub :
2) Add Liquidity to PancakeSwap BNB-USDT Pool 5
7744 BNB + 2062K USDT ==> 144K ENB-USDT LP-Token
Y iokan > mocusor . BNBHUER(E
4) Call getReward function of VaultFlipToFlip contract 3
5) Remove Liquidity From ENB-USDT Pool 3

144K BNB-USDT LP-Token ==> 7744 BNB + 2062K USDT

6) Swap USDT To BNB in ENB-USDT Pool
082K USDT === 2312K BNEB

7) Swap BENB To BUNNY and then add liquidity to BNB-BUNNY Pool

231272K. BNB ==> 177K BUNNY + 2212/2K. BNEB ==> 105K LF Token
TT44/2 BNEB ==> 25 BUNNY + 7744/2 BNB ==> 352 LF Token

&) Add All LP Tokens to PancakeSwap BunnyPool
105K BNB-BUNNY LP-Token === GO72K BUNNY

9) Exchange BUNNY to USDT and ENE to repay flash loan.
Transfer remianing tokens to attacker address.
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¢ 1 ITEESLHTT XIEE | LRTSF-EHERIER ;

¢ 2. RAEWHEMNRNBEFESE AR BNB #] USDT , iBid PancakeSwap BUAZ 2 S EFINRE1ME
SRENIp{CMh (144,445) |, FHEIpAMBETRZILEAF ;

& 3. BAREESHTIHEER , A @3B VaultFlipToFlip 2989 getReward FRESRIREN
BUNNY X h3ZhiHERICRIRIRASREME | AMERMITER , SREGEDHENZERINTRS:
BrTAEKER BUNNY XM (6972455 ) , FHiEid PancakeSwap 503%a%BNB , i&R% T BUNNY
NIBRE ;

* i B3R5 E BNB Z/SIHARRNNEB G biE , FMFERF) 114631 4 BNB |, {MEXZT 4000W
><JGo

¢ KRWEEH , WEEE—ERXZ P57 7 —RINEE, ik, SREERE. IRRNRBEREFRE
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TG,

IStakingRewards (BUNNY_POOL).notifyRewardAmount (bunnyBNBAmount);

| (uint valueInBNB,) = priceCalculator.valueOfAsset(BUNNY_BNB, bunnyBNBAmount);

CONirinpurLiIon = valuginoNne.muLtl oDErformanceEres .. aivirsssum) <
valueOTAsset asset, amount) { valuelInBNB, valueInusp) ¢

Lt m asset 8) || asset WBNB) {
valuelnBNB amount ;
valueInUSD mount .mulipriceOfBNB()).divi(lelB8);

keccak256(abi.encodePacked(IPancakePair(asset).symbol()) keccak256(
(IPancakePaiciasset) tokenfl WHMIH 1PancakePairiasset) tokenll) WENR). L

valuelInBNB amount.sul (IBEP2O(WBNB) .balanceOf( (asset))).mul(2).div(IPancakePair(asset).totalSupply());
valuelInUSD valueInBNB.mul(priceOfBNB()).div(lel8);

balanceToken® IBEP20(IPancakePair(asset) . .tokend())

token®PricelnBNB, valueOTAsset(IPancakePair(asset




execution order

Flash loan transaction (block 9484688)

Block 9484917 - 9496602

< 4) Margin Trade Provider (bZx)

B bZx

1) Flash Loan Provider (dYdX)
borrow 10'000.00 ETH

2) Lending (Compound cETH)
lend 5'500.00|2'470.08|ETH to mint cETH

3) Lending (Compound cWBTC)
borrow ]]2.00|50.77|W BTC with cETH collateral

CICAICIREC)

5x short 1'300.00 |l '456.23 IETH against WBTC

Exchange (WBTC Uniswap)
convert 5'637.62[6'314.97|ETH to 51.35[53.30 WBTC

®

5) Exchange (WBTC Uniswap)
convert 112.00 50.77 WBTC to 6'871.41(6'219.28|ETH

6) Flash Loan Provider (DyDx)
\_ |pay back 10'000.00 WETH

1a) Exchange (Kyber)
iconvert 4'377.72(1'984.11|ETH to 112.00{50.77 [WBTC

.........................................................

_{ b) Lending (Compound cWBTC)

ireturn 112.00(50.77 WBTC for cETH

.........................................................

WBTC ETH

Step O 0 0
Step 1 0 10000
Step 2 112 4500
Step 3 112 3200
Step 4 0 10071
Step 5 71
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& 1)0.5 ETHIIGASA 328 |, (EXEk
9484688 STRYINEE YN , =
HEHHT74L03E R | 55X
1193.69 ETH B9FI3E.,

¢ tRIHAZOBEREEESHIME
RZFEbZx BT3RS |, KL
HEFIMERRZFTUniswap ERY
WBTC/ETHEINE |, BIIEEFIS.
e se M dYdX_EFI) IR S
F 10,000 #ZETH , EH—E3%
ETH LA 5 {S#TH1E bZx = ETH ,
F—Ep51E Compound E&HikH
WBTC ; ZEETHINIEIREZRT , B
F3 WBTC &i#&[a] ETH , FSpkFIF
INEB BIIHHEEF,

& FEAFINBIRESS | 7 Kyber i
[B] WBTC , 3i& Compound (9
ETHETX,



= ?zzlé ij :}EE gi}\i SharkTeam

Dragonfly: & [HIf#EENHEDY, DeFi % & &R MAT
Flash Loans: Why Flash Attacks will be the New Normal

NI EAMR AN REE T RGN B RNERENEERR , BEFATHPRIRREANMSIRNSARE , MARRRZRM TIHENRE | FETREEAIK
. Bt , WRENEHSEEERIRIEREE , RetR Ui SenERSIHEIHIRB NS ZENSONBAFTERR.

RRIBEIERNRAE © 1. RIRFTERINEEMYELLRAXMIRSS EX/VFEFTEN. RENBRRGEES MR D  FEERFEEERENSBEEALI
B 2. BEXERZEUR IR MR BFEEERZFEERELAIER , BRFEEVERDXRES AR |, (NBKERA AR EE ( JIEOSHRY
defer transaction ) . 3. ZEXiR{tiE LUERR | IEAASSRNEE RERAFRIMKFRECR NN ARATLIEBTEMISERENAFIRRES D (BRI 2RI
ERZ RIREDHIRED ) | BAIHATLARREINEBIE. FRE EVM HIHIRTTARITIRE  BRILUXIERTIEN. (FEMRIR | ERPSIRIIMHTREZAT
{RESKEIRt Merkle IERR |, IERRTE E—MXIRKRERM G EBHIRIKEELRERANEE. (FREFTNEIMNKRPNENAFRERLER.  X75E—EEEL
BENRY, BINEXEsE DIHEEER LRSS | DPEASRERAGXSSER , ANBENIRESIT gas ZA. BIINRPTEUREGENERE £ LM XREEER
REM.

PRERSIERTITAE « 1. ICEIMNHE (WAP) |, & Uniswap 8% OasisDEX ZEiizi TSl , HFABKRENETREN | (RMEAIER F BB XSrImMN PR
IR, WEERFTE—ERXZHERMBEMANELZTHNPAEL , ILFSTAR. MERFAIBRS ZEEI I AN (TWAP ) Bl BEZENMTINTE
(VWAP) 8 E—Ht X KEREIIMFIEL, 2. KHiiEd]  BRENRGEATHAR &KL , WEEJIUMBEAEEE  FEIBECBRENER. HINZEKRRE
i TIEENMETER | LBRIEINE NG, EXELE  ArEaEBEAMAZEHES (timelocks) , BIESHIEHEMBABUTRREENRIHE —RFEH. (5
g Compound RIRSIEIEIE 2 X ) MREESHZIMIEERE , X—EIIRGE THENE . 3. 549F EERMNHE , MiRENEILER] test case , REWK
WIKRTRIEE | FATEEF T RAIZE.
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