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Building blockchain security infrastructure
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Phalcon
G , suffered a price manipulation attack. The exploit led to Eogs(64) —Comments
a Ioss of 446 WBNB (~$100K). The root cause was a flaw in the spot price
calculation for rewards. (? Transaction Hash: 0xe968e648b2353cea06fc3da39714fb964b9354a1ee05750a3c5cc118da23444b (0 Phalcon | OpenChain |
(?) Status: & Success
(2 Block: 29005755 86760 Block Confirmations
(@ Timestamp: ® 3 days 27 mins ago (Jun-11-2023 10:37:49 AM +UTC)
Price manipulation is due to the use.of
the spot price of BUSD<> SELLC pair! @ From: 1294 / =1 | 18404a2d4 ) O [D
@ Interacted With (To): Contract 0x2cc392¢ 1080aecObefes 559d3bb8a7052 (8 TransparentUpgradeableProxy) @ [
(@ Tokens Transferred: (39 » From & [ acle To @ TransparentUpg... For 63.546255930376963663 ($15,802.8 8 Wrapped E
» From & DPF To & TransparentUpg... For 620.224049498839872504 ($154,239.16) <& Wrappec -
Phalcon » From @ DPPAdvan To & TransparentUpg... For 85.234984372502128504 ($21,196.49) <& Wraj BNB (WBNE
Here's the exploitation tx:
ere's the exploitation t » From @ TransparentUpg... To PancakeSwap V2:... For 630 ($15¢ .27) & Wrapped BNB (WBNE
» From PancakeSwar .. To & TransparentUpg... For 3,079,029.717807410649060316 ol Toker
hal lockeh | » From @ TransparentUpg... To PancakeSwap For 3,079,029.717807410649060316 SellToker
Phalcon Blockchain Transaction Explorer
» From PancakeSwap V2:... To & TranspareniUpg... For 0.000552697188326803 ($0.00) ©® Bin: -Peg ... (E
» From PancakeSwap .. To & TransparentUpg... For 3,174,556.09223787669376287 1 ol Token
» From & TransparentUpg... To 0x4fd94ebf7b5e5f... For 3,174,556.092237876693762871 SellToker
» From 5051a To abf7b5e5 For 3,079,029.755011754173992263
Scroll for more ¥
— | - @ Value: 0BNB ($0.00)
T3z 5
(? Transaction Fee: 0.0045918037 BNB  ($1.14
(? Gas Price: 0.0000000031 BNB (3.1 Gwei)
 BNB Price: $235.40 / BNB
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https://bscscan.com/tx/0xe968e648b2353cea06fc3da39714fb964b9354a1ee05750a3c5cc118da23444b
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@ Phalcon &

.@thekeep3r You should take a look at this: ) .

explorer.phalcon.xyz/tx/eth/Oxc08bd.. @ Value: © OETH ($0.00)

The attacker was trying to fully control Keep3r: Governance MultiSig by ® Transaction Fee: 0.006144547292740398 ETH | $10.74

removing the executors in StealthSafeGuard a few days ago.
( Gas Price: 35.790074106 Gwei (0.000000035790074106 ETH)
() Ether Price: $1,739.25/ ETH
(® Gas Limit & Usage by Txn: 218,027 | 171,683 (78.74%)
() Gas Fees: Base: 34.290074106 Gwei | Max: 40 Gwei | Max Priority: 1.5 Gwei
(® Burnt & Txn Savings Fees: & Burnt: 0.005887022792740398 ETH ($10.29) 3% Txn Savings: 0.000722772707259602 ETH ($1.26)
(@ Other Attributes: Txn Type: 2 (EIP-1559) Nonce: 6 Position In Block: 75
® Input Data: Function: execTransaction(address to, uint256 value, bytes data, uint8 operation, uint256 safeTxGas, uint256

baseGas, uint256 gasPrice, address gasToken, address refundReceiver, bytes signatures)

MethodID: 0x6a761202

[0]: ©00000000000000000000000040a2accbd92bca938b02010e17a5b8929b49130d
[1]: 0000000000000000000000000000000000000000000000000000000000000000
[2]: ©0000000000000000000000000000000000000000000000000000000000000140
[3]: 0000000000000000000000000000000000000000000000000000000000000001
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https://etherscan.io/tx/0xc08bdf4cca4576cf29401a04a729e91de0014ba6b4c143a9f59aeac160fcd57a
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™~ BlockSec &
he Overview Internal Txns Logs (755) State Comments
1/ @SturdyFinance was attacked and the loss is ~442 ETH. The root
cause is due to the typical Balancer's read-only reentrancy, while the (® Transaction Hash: Oxeb87ebc0al18aca7d2a9ffcabf61aa69c9e8d3cb6efade9e2303f8857717fb9eb7 (I  Phalcon | OpenChain | Tenderly
price of B-stETH-STABLE was manipulated!
(® Status:
(@ Block: 17460610 17396 Block Confirmations Eden Network | Flashbots Explorer
(® Timestamp: ® 2 days 10 hrs ago (Jun-12-2023 01:06:35 AM +UTC)
— ‘ . ‘lg'm”' mtw‘ » ‘{:;‘u; :;:m) S @ Sponsored ““
R T S © Gamdom.com Instant Rewards PLAY NOW! ‘
) » () QMR USAINBOLT on Signup XE X EREE.
tETH-STABLE) » (3,008,014,050,489,596,735) V .‘ f
=" » = ® From: 0x1E8419E724d51E87f78E222D935fbbdeb631a08B (Sturdy Finance Exploiter) (0
@ Interacted With (To): (3 0x0B09¢c86260C12294e3b967f0D523B4b2bcdFbeab ([ 1

30.3K

L Although one or more Error Occurred [execution reverted] Contract Execution Completed

L Transfer 1,100 ETH From Wrapped Ether To 0x0B09c8...bcdFbeab

L Transfer 1,100 ETH From 0x0B09c8...bcdFbeab To Lido: Curve Liquidity Farmi...

L Transfer 0.192148226779684925 ETH From Lido: Curve Liquidity Farmi... To Curve.fi: Pool Owner

L Transfer 56,522.877244731651705707 ETH From Wrapped Ether To Balancer: Vault

L Transfer 56,522.877244731651705707 ETH From Balancer: Vault To 0x555003...28D61DE5

L Transfer 120.690337617594090348 ETH From Wrapped Ether To Balancer: Vault

L Transfer 120.690337617594090348 ETH From Balancer: Vault To 0x555003...28D61DES
I_.l__\fylj 32 % L Transfer 56,643.567582349245796055 ETH From 0x555003...28D61DE5 To Wrapped Ether

L Transfer 56,822.000749252628902008 ETH From Wrapped Ether To Balancer: Vault

L Transfer 56,822.000749252628902008 ETH From Balancer: Vault To 0xA6181b...4b184163

7

(® ERC-20 Tokens Transferred: (306 » From Aave: Ethereum wstETH V3 To 0x0B09c8...bcdFbeab For 50,000 ($98,484,500.00) @ Wrapped liqu... (WStETH...)
» From Aave: Ethereum WETH V3 To 0x0B09c8...bcdFbeab For 60,000 ($104,722,200.00) @ Wrapped Ethe... (WETH...)

» From Null: 0x000...000 To 0x0B09c8...bcdFbeab For 1,023.797987422240333177 @ Curve.fi ETH... (steCRV...)
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https://etherscan.io/tx/0xeb87ebc0a18aca7d2a9ffcabf61aa69c9e8d3c6efade9e2303f8857717fb9eb7
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License Apache 2.0 (- MetaDock {) MetaDock @ MetaDock

m Etherscan Home  Blockchain ~ Tokens v NFTs v  Resources v  Developers v  More v @ SignIn

Feature Tip: Add private address tag to any address under My Name Tag !

(= Transaction Explanation: On June 13th, 2023 at 4:25:35 PM +UTC, KP3R Exploiter 4 executed a function on the GnosisSafeProxy contract, interacting with
the Safe: Multi Send Call Only 1.3.0 contract. The transaction fee was 0.0061 ETH and gas usage was 171,683 out of 218,027, using the

EIP-1159 transaction type. No tokens or Ether were transferred.

m Internal Txns Logs (3) State Comments 'l‘k; % )\ D

(® Transaction Hash: Oxc08bdf4ccad576cf29401a04a729e91de0014babb4c143a9f59aeac160fcd57a OpenChain | Tenderly

(@ Status: @ Success

(@ Block: Q 17472247 4974 Block Confirmations Eden Network | Flashbots Explorer
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https://blocksec.com/metadock
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Building Blockchain Security Infrastructure
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https://Phalcon.xyz
https://twitter.com/blocksecteam
https://twitter.com/phalcon_xyz
https://twitter.com/metadockteam
https://twitter.com/metasleuth
https://blocksec.com

