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User Asset (USER_DATA)

POST /sapi/v3/asset/getUserAsset
Get user assets, just for positive data.

Weight(IP): 5

Parameters:
Name Type Mandatory
asset STRING NO

needBtcValuation BOOLEAN NO

recvWindow LONG NO

timestamp LONG YES

Description

If asset is blank, then query all
positive assets user have.

Whether need btc valuation or not.

o |If asset is set, then return this asset, otherwise return all assets positive.

¢ |f needBtcValuation is set, then return btcValudation.

Response

"asset": "AVAX",
Chreenti s
"locked": "@",
tfireezel =08
"withdrawing": "0",
"ipoable": "@",
"btcvValuation": "0@"

rasset B EHY
"free": "0.9",
slockedat:=af e
"freeze": "0",
"withdrawing": "0",
"ipoable": "0",
EbhiteVallllatEaon s i 0=

"asset": "BNB",

"free": '"887.47061626",
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API Management Delete all API

et M/ ~ [ — I_‘_I
1. Each account can create up to 30 API Keys. ° j /—\ — u \\ E E S 9 E = N
2. Do not disclose your API Key, Secret Key (HMAC) or Private Key (Ed25519, RSA) to anyone to avoid asset losses. You should treat your API Key and your Secret Key (HMAC) or Private Key B } Z S n R _L ’ —_— E / y — 3-

(Ed25519, RSA) like your passwords.
3. It is recommended to restrict access to trusted IPs only to increase your account security.
4. You will not be able to create an API Key if KYC is not completed.

By checking this box, all existing API Key(s) on your master account and sub-accounts will be subject to Default Security Controls.
Default Security Controls Details v

© WPERSEM (authenticity): $RHRVERHE, HRIRIEHS
(authentication) , FRIEELX (integrity)

pado-test Edit restrictions  Delete

Secret Key

. [@F\RIP (privacy-preserving) : FAFPBISUREUER

API restrictions
NTT= =
Ef / ﬂ- s

p -

Enable Reading Enable Spot & Margin Trading Enable Margin Loan, Repay & Transfer

)

TikTok
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" Chrome File Edit View History Bookmarks Profi

< C w.google.com/

& Security X

google.com

@ Connection is secure

Your information (for example, passwords or
credit card numbers) is private when it is sent

to this site. Learn more

B Certificate is valid (2

Transport Layer Security (T LS) — TETEBENZ

EEWMY, [ZHETEME. SERBE. BEHIE,

AKX B2 E ERIWebiEif| (HTTPs)
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Client Server

TLSTHX

TLS Handshake (3F 1Y)

TLS Record (1% 1Y) 5
TLS Version: 2
TLS 1.2 — 99.7% 7 #5 -
TLS 13 — 542% EZEF% ServerHello
ClpherSUIteS 1H0 P L TR R R R T TR P EETTTF TP IPPPP g::;t;;ﬁgmne I:l
ECDHE_RSA AES128_GCM_SHA256, et e .
ECDHE_ECDSA AES128 GCM_SHA256, Finished S
LFOIMS +vrerererererereeerseseresesereseseresesereseseresesereseseresestsiaat eeee i:‘j:gﬁgspheﬂpec
ggz?catwn .......................................................................................... >04ms
238ms T S g\giglcatw“ ..........
R
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T2 %1t E secure Multi-Party Computation (MPC)
BRANEEZERRFEA;
PRITESERIN, ZFZSHALEBEBITITEITRZEPHIR
5 R L EMZS5 BRI ETE;
B MPC 1Y JBEBE GC, MZEDE SS, [[E50
ZHE, ...
ZF MPC t1M¥: ['JFR2E R TSS, BRFAKEZ PSI, 2
1HPIR, BRFAPRIFNZ3F>) PPML, ...
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FERBXLZFFNRUA  (NIZK)
- Plo,x,w)=nm
- V(o,x,7) = {0,1)
.+ f£&X: zkSNARKSs, zkSTARKS, bulletproofs, ...
- WA zkRollup, zkEVM, zk& 293811

R B F AR UEAR Interactive Zero-Knowledge Proofs (1IZK)
. TI(PYY, V¥ = {0,1}
. £ Quicksilver, Mystique, ...
- NZFR: BETzKERUE, zkRZFE
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Protocol TLS 1.2

Inputs. A client C and a server S hold the following inputs:

e Personal inputs: C has a query template Query and a private input « for Query. § holds a secret ke
sks and a certification certg involving a public key pkg.

e Common inputs: The common inputs except for F, are chosen by C or § in the handshake phase.
— Let F, be a function mapping an elliptic-curve point to its z-coordinate.
— Let H be a cryptographic hash function and PRF be a pseudorandom function.

— SIG = (Sign, Verify) is a signature scheme defined by certg, where the key-generation algorithm i
omitted, Sign is the signing algorithm used to generate signatures, and Verify is the verificatio
algorithm that outputs 0 (reject) or 1 (accept).

- (G, p,q,G) is an elliptic-curve group, where p is a prime defining the base field that coordinate
locate in and G is a generator with a prime order q.

— stE = (Enc, Dec) is a stateful AEAD scheme, where the key-generation algorithm is omitted.

Handshake protocol execution.
1. Client request: C samples rc < {0,1}?°° and sends REQ( :=r¢ to S.
2. Server response: S performs the following steps:
(a) Sample rs < {0,1}*°° and tg < Z,, and compute Ts := ts - G.
(b) Run og < Sign(skg,rc||rs||Ts), and then send RESg := (rg, T, certg,og) to C.

3. Client response: If certg is invalid or Verify(pkg,rc||rs||Ts,0s) = 0, C aborts. Otherwise, C sample_
tc « Z4 and computes T¢ := t¢ - G, and then sends RES¢ := T to S. Both parties compute:
(a) C computes pms := F,(t¢ - Ts) € Z,, and S computes pms := F,(ts - T¢) € Z,.
(b) C and S compute ms := PRF3g4(pms, “master secret”,rc||rg) € {0, 1}3%4.
(c) They compute (keys, IV, keys, IVs) := PRFys(ms, “key expansion”,rg||rc) € {0,1}*1® with
keyo, keyg € {0,1}'28 and IV¢, IVs € {0,1}°C.

4. Client finished: Let Ho be a header specifying the sequence number, version and length of a plaintext,
and - be the target ciphertext length. C performs the following:

(a) Compute 7¢ := H(CREQ||SRES||CRES) and UFIN¢ := PRFgg(ms, “client finished”, 7¢) € {0, 1}°°.
(b) Initialize (st¢,st$) := (IV¢,IVs), and run FINe « stE.Enc(keyq, £c, He, UFING, st$). Then,

€

send (Ho,FIN¢) to S.

S initializes (st2,st3) := (IVg, IV¢), and runs UFIN¢ < stE.Dec(key., Ho, FINg, st ). Then, S checks
the validity of UFIN¢ using ms, and aborts if the check fails.

5. Server finished: Let Hg be a header and £g be the target ciphertext length. S does the following:

(a) Compute 7g := H(REQ.||RESg||RES||UFING) and UFINg := PRFgg(ms, “server finished”, 7g) €
0

(b) Run FINg < stE.Enc(keyg, £s, Hg, UFINg,st>), and then send (Hg, FINg) to C.

C runs UFINg < stE.Dec(keyg, Hg, FINg, stg) and checks UFINg using ms, and aborts if the check fails.

Record protocol execution with one-round session.

6. Client query: Let Hg be a header and £¢ be the target ciphertext length. C and S execute as follows:
(a) C runs Q := Query(a) and ENC( < stE.Enc(key., £o,Hg, Q,st$), and sends (Hg, ENCg) to S.
(b) S runs Q « stE.Dec(key, Hp, ENC, st ), and generates R according to Q.

7. Server response: Let Hr be a header and £ be the target ciphertext length. C and § do the following:

(a) S runs ENCp ¢ stE.Enc(keyg, g, Hg, R,st5), and then sends (Hp, ENCR) to S.
(b) C gets R « stE.Dec(keyg,Hp, ENCg, st§).

Figure 12: Handshake and record protocols for TLS 1.2.
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MPC-TLS

* Handshake 1. P samples and sends REQ. to S and gets back RESg.
. P*DVR ﬁ'ﬁﬂyﬂjﬁﬂﬂ,é : —E‘H‘%pms (fi 2. P forwards (REQ¢,RESs) to V, who sends ty - G to P. P picks tp and sends (tp + ty) - G to
. S. Then V and P run an EC-to-Field conversion based on OLE with error so that two parties
share COﬂVGFSIOn) : obtain additive shares of pms.
) A _ ) o 3. Two parties use Garble-Then-Prove technique so that they obtain 1) h¢, hg and zp’s as XOR
P Vv El:itl"fj_ | garble then pl’OVGEI’\] JHTJJ\-LX shares, 2) values of IV, IVy, intermediate public value in HMAC, UFINg, UFINg, and the
% 57<1a:handshake§ﬁ$i - EI/\] S _/|__|/: 'Jl_j;’}j encryption of UFIN¢. 3) ms, keyg, key~ in garbled format,
N y 4. Two parties compute the tag based on OLEe over [Fy12s. P assembles FIN¢c and sends to S.
£X (headers, IVs, tags, ciphers); LIRS 5. P forward (Hg,FINg) to V.
session key Shares; 6. V and P use Garble-Then-Prove to learn the ciphertext that encrypts P’s query and XOR shares
of the corresponding zy. Two parties use OLEe to compute the tag P sends the the ciphertext
- Record and tag to 8; S returns ciphertext and tag of the response to P, who forwards them to V.

. P*DV#H?-ﬂ\ JHT/)]\'D\(, )ﬁ:/' _TLS 18 jQQ( L';l‘é_l_\' 7. V sends ty to P who checks that it is consistent with ¢y, - GG received earlier. P then computes

tp 4+ ty, and recovers all values in the execution of TLS, including all values revealed previously.

X%Htag) : ﬁi;'_éé/ﬁ\ : If any value is wrong, P aborts.

- P*RLIQSEI’J LSI]F]] EZR (/E\tag) | )I%_ (Q,R) ﬁ :EE é/El\ ; 8. V now holds. commitments to P’s sbare of pms and .values r.evealed as XOR shares earlier. P

proves to V in ZK that these commitments are consistent with the values revealed to V based

- VG E SRR EUR 5P, fI5& Pk E session key, on-the "TLS specification.

R E =R E)E; . o,
- " ¢Z/B\/u\¢5\: TJ:F)*:I\M(%TLX_/\\TLS

client, Ha<=HARAITMUHEE

N
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IZK

Handshake

PHAIVE B I EX BN 2K,

PV 17— garb

e-then-provelIMR A THMX, & BEEFREhandshakeiiiiz RAIE

tags, ciphers); ExZX3jk1Ssession key shares;

Record
PHIVIIT— T

~,.

VMY, 74

Vi B 2 FETLENUR 26 P, [F & Ik E session key,
Post Record (ESCMH+[EFAIRIF)
PaViERBViEA B commiments 5 VAPRITR R {BEE — Y ;

PS5 VHATIZKIRIX,
=T IZKREES, PalVIERREHE# & —E RS,

—iEit&Epms (}Z Ashare conversion) ;

ETLSIEKQ(EEB X Mtag) , &IX48S;
PIZIISAYTLSIOMNR (Stag) , B(Q,R)\RIESRV,

BIREEMAZFEE;

L%}

#¥ (headers, Vs,

P, VA AR E FIZKEJcommitments (IT-MACs)@ X —£E /5 TR R A snarks-friendly commitments (Pedersen

Comm), PITENIZKIUERH — — £23E7H & —ERIFRGF;
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TLSIBIEZEIL
Client, Attestor #1172PCHY, 1&E3L
.......................................................................... TLS Client. & E3£/8— }* session
@\ B key share;
Session ey J share + TLS QueryffEx
- Web2 Server Web3 App - Client, Attestor $1172PCMYX, 4
...................................................................... orvoted cuon Q.
=) | Data source - Ik Zlencrypted response RF,
| Snarke proot client 385 — s key share, 3%
T \ A ‘ 'k & hresponsefAX , FHclient &
BINZKEI A TAERR (Q,R) BISRIE
KeyShare \ D FRFAEE M, MUK SEEHE
1ITERFY, AttestorZZR B

Attestor Node

. o*
] .
----------------------------------------------------------------------
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Attestation: user web data
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NTALEZES NIZK ?
BRIEELNF (BEL) FIIGUE

SNIZK

NIZK &bEEIK (arithmetic) ;

BAEE NIZK?

Commitment conversion

P @ V ik

-V HRIA

P F=E—1

4

24 AIME;

N NIZK = {1 = Verify(pk, com, 6) A com = Comm(m,r) A f(m) = 1} // f2—PENR

B (1ZK): {com = Comm(m,r) A C = Enc(K, m)} //CommszE—" snarks-friendlyAd7&1E 75 =

Sit1TERo = Sign(sk, com);

=hzs
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All

& Asset

Proof Content

Balance of assets
Recipient Address

Attested By
PADO

Attested Time

@

Mar 12, 2023

> $1,000

0x009d...02fa

0x1234...0opiu
15:23:01

Q Data

»= Token

A

Proof Content

Hold this kind of Token

Recipient Add

Attested By
PADO

Attested Time

EJ Events

Cred

OKX
Mar 12, 2023

$ ETH

0x009d...02fa

0x1234...0piu
15:25:00

# Identity

Proof Content

Identity verification
Recipient Address

Attested By
PADO

Attested Time

0x009d...02fa

eKYC
Mar 12, 2023

Confirmed

0x009d...02fa

0x1234...0piu
16:17:00
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